
CoŵpTIA SeĐurity Trustŵark+™ sigŶifies ĐoŵŵitŵeŶt to iŶdustry 
ďest praĐtiĐes. 
 

Total Netǁoƌks aŶŶouŶĐed it has ƌeĐeiǀed the CoŵpTIA SeĐuƌitǇ 
Tƌustŵaƌk+™, a ƌespeĐted iŶdustƌǇ ĐƌedeŶtial that sigŶifies its ad-
heƌeŶĐe to ďest pƌaĐtiĐes foƌ iŶfoƌŵatioŶ seĐuƌitǇ. 
 

͞EaƌŶiŶg this ĐƌedeŶtial ideŶtifies Total Netǁoƌks as a ďusiŶess that 
ŵeets oƌ eǆĐeeds the ďest ďusiŶess pƌaĐtiĐes the IT iŶdustƌǇ has to 

offeƌ iŶ ĐƌitiĐal aƌeas suĐh as data pƌoteĐtioŶ, peƌsoŶŶel seĐuƌitǇ aŶd aĐĐess ŵaŶageŵeŶt,͟ 
said NaŶĐǇ Haŵŵeƌǀik, seŶioƌ ǀiĐe pƌesideŶt, iŶdustƌǇ ƌelatioŶs, CoŵpTIA. 

(Continued on page 2) 

50 Shades of Confidentiality: The Unwitting Law-Breaking Lawyer 

͞That’s the FBI ĐalliŶg… I’ǀe got to take this.͟ – ǁoƌds ĐoŶĐludiŶg 
oŶe ;Ŷoǁ defuŶĐtͿ laǁ fiƌŵ iŶteƌǀieǁ to aŶ ABA JouƌŶal afteƌ the 
fiƌŵ ǁas haĐked aŶd ĐlieŶt iŶfoƌŵatioŶ ǁas puďlished oŶ a ǁeď-
site. A laǁǇeƌ iŶ Teǆas has ĐoŶfideŶtial files fouŶd oŶ a Đoŵputeƌ 
foƌ sale iŶ a paǁŶ shop. RoutiŶe, sŵalleƌ aĐĐideŶtal ďƌeaĐhes oĐĐuƌ 
EVERY DAY aŶd Ŷeedless uŶŵitigated ƌisks aƌe ĐoŵŵoŶplaĐe. 
 

As stoƌies of data ďƌeaĐhes fill the Ŷeǁs, ĐlieŶts aƌe iŶĐƌeasiŶglǇ 
aǁaƌe of the iŵpoƌtaŶĐe of keepiŶg theiƌ data safe, aŶd Ǉou ŵaǇ 

lose ĐlieŶts if Ǉou ĐaŶŶot deŵoŶstƌate Ǉouƌ aďilitǇ to pƌoteĐt theiƌ data. Failuƌe to pƌoteĐt 
iŶfoƌŵatioŶ, oƌ aŶ iŶĐoƌƌeĐt ƌespoŶse afteƌ the faĐt, also Đould poteŶtiallǇ ƌesult iŶ ŵulti-

ŵillioŶ dollaƌ goǀeƌŶŵeŶt fiŶes, ĐoŶtƌaĐt oƌ ŵalpƌaĐtiĐe Đlaiŵs, oƌ Baƌ disĐipliŶe. 
 

CoŶsider atteŶdiŶg this State Bar of ArizoŶa CLE oŶ FeďruarǇ 19th to earŶ ϯ CLE EthiĐs Cred-
its. This CLE pƌogƌaŵ offeƌs aŶ iŶ-depth look at keǇ ĐoŶsideƌatioŶs that laǁǇeƌs aŶd theiƌ 
staff should ƌeǀieǁ to help ŵeet theiƌ legal aŶd ethiĐal ƌeƋuiƌeŵeŶts. AdditioŶallǇ, this iŶfoƌ-
ŵatioŶ ŵaǇ ďe helpful to laǁǇeƌs iŶ adǀisiŶg theiƌ ĐlieŶts iŶ the aƌeas of ƌisk ŵaŶageŵeŶt, 
ĐoŵpliaŶĐe, aŶd ďƌeaĐh ŶotifiĐatioŶ. This pƌogƌaŵ ǁill ďe ďƌoadlǇ appliĐaďle to ǀiƌtuallǇ all 
laǁǇeƌs aŶd laǁ fiƌŵs, as it ǁill foĐus oŶ the ƌeƋuiƌeŵeŶts of HIPAA, state data ďƌeaĐh laǁs, 
aŶd ethiĐal oďligatioŶs iŶ ŵaiŶtaiŶiŶg Ŷot oŶlǇ health iŶfoƌŵatioŶ, ďut otheƌ seŶsitiǀe ĐlieŶt 
iŶfoƌŵatioŶ – suĐh as taǆ ƌetuƌŶs aŶd W-Ϯs, SoĐial SeĐuƌitǇ Ŷuŵďeƌs, aŶd dƌiǀeƌ’s liĐeŶse 
Ŷuŵďeƌs – as ǁell. AdditioŶallǇ, it ǁill disĐuss the HIPAA fƌaŵeǁoƌk as a suggested ŵodel foƌ 
hoǁ all laǁ fiƌŵs ĐaŶ help pƌoteĐt the seĐuƌitǇ of iŶfoƌŵatioŶ, ƌegaƌdless of the pƌaĐtiĐe aƌe-
as iŶǀolǀed oƌ Ŷatuƌe of the data ďeiŶg pƌoteĐted 
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About Total Networks 

BuildiŶg oŶ the tƌaditioŶ of pƌoǀidiŶg 
iŶdustƌǇ ďest solutioŶs, the KiŶseǇs 
ĐoŶtiŶue to iŶǀest iŶ tools, tƌaiŶiŶg, 
ƌeĐƌuitiŶg, aŶd pƌoĐeduƌes,  
ĐoŶtiŶuiŶg to eǆteŶd ouƌ ƌeputatioŶ 
as the pƌeŵieƌ IT seƌǀiĐe pƌoǀideƌ iŶ 
AƌizoŶa.  
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ϰ SigŶs You’ǀe BeeŶ HaĐked 

WheŶ a ǀiƌus 
iŶfeĐts Ǉouƌ 
Đoŵputeƌ, Ǉou 
ŵaǇ Ŷot kŶoǁ 
aďout it uŶtil it’s 
too late. Like a 

ďiologiĐal ǀiƌus, the daŵage it does 
to Ǉouƌ sǇsteŵ ĐaŶ ďe ŵiŶiŵized if 
it’s Đaught eaƌlǇ oŶ. StoppiŶg a 
Đoŵputeƌ ǀiƌus eaƌlǇ is possiďle if 
Ǉou kŶoǁ ǁhat sǇŵptoŵs to look 
foƌ. Is Ǉouƌ PC iŶfeĐted? Heƌe aƌe 
fouƌ sigŶs Ǉou’ǀe ďeeŶ haĐked. 
 

Fake AŶtiǀirus Message  
This is a ǀeƌǇ deĐeptiǀe stƌategǇ 
that’s fooled ŵaŶǇ PC useƌs. This 
ǀiƌus ǁill ŵaŶifest itself ǁith a fake 
popup ŵessage pƌeteŶdiŶg to ďe 
fƌoŵ Ǉouƌ aŶtiǀiƌus softǁaƌe. This 

(Continued on page 4) 
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DoiŶg a pƌo-
jeĐt ƌight the 
fiƌst tiŵe 
aƌouŶd is the 
ŵost ǀaluaďle 
ǁaǇ to get it 
doŶe. Busi-
Ŷesses that 
ďest uŶdeƌ-

staŶd this ĐoŶĐept aƌe the oŶes that haǀe 
eǆpeƌieŶĐed the follǇ of ĐhoosiŶg the 
Đheap ƌoute to get soŵethiŶg fiǆed, oŶlǇ 
to theŶ haǀe it ďƌeak agaiŶ–ǁhiĐh eŶds 
up ĐostiŶg theŵ ŵoƌe iŶ the loŶg ƌuŶ. 
Noǁheƌe is this ŵoƌe tƌue thaŶ ǁith IT 
suppoƌt. 
 

WheŶ it Đoŵes to IT suppoƌt, Ǉou’ǀe got 
diffeƌeŶt ĐoŵpaŶies to Đhoose fƌoŵ. 
MaŶǇ IT ĐoŵpaŶies ǁill tƌǇ to distiŶguish 
theŵselǀes ďǇ pƌiĐe, ďut foƌ IT seƌǀiĐe, 
the old adage ͞Ǉou get ǁhat Ǉou paǇ 
foƌ,͟ is tƌue. The ŵost iŶeǆpeŶsiǀe IT 
CoŵpaŶǇ ǁill ofteŶ ďe the Đheapest foƌ a 
ƌeasoŶ: theǇ Đut ĐoƌŶeƌs. Foƌ ǁoƌkiŶg 

Page 2 

To ďe Đleaƌ, Total Netǁoƌks pƌoǀides 
seǀeƌal ǁaǇs foƌ Ǉou to saǀe ŵoŶeǇ oŶ 
Ǉouƌ IT eǆpeŶses. Ouƌ ŵaŶaged IT seƌ-
ǀiĐes ĐaŶ saǀe ŵoŶeǇ ďǇ tuƌŶiŶg IT ƌepaiƌ 
fƌoŵ a Đapital eǆpeŶse iŶto aŶ opeƌatiŶg 
eǆpeŶse, aŶd ďǇ haǀiŶg Ǉouƌ eƋuipŵeŶt 
pƌopeƌlǇ ŵaiŶtaiŶed, Ǉou ǁill pƌoaĐtiǀelǇ 
saǀe ŵoŶeǇ ďeĐause Ǉouƌ eƋuipŵeŶt 
ǁill ƌuŶ ŵoƌe sŵoothlǇ. AdditioŶallǇ, ǁe 
ĐaŶ saǀe Ǉou ŵoŶeǇ ďǇ goiŶg oǀeƌ Ǉouƌ 
IT ďudget to help eƋuip Ǉouƌ ďusiŶess 
ǁith solutioŶs that ǁill ďest seƌǀe Ǉouƌ 
ĐoŵpaŶǇ’s teĐhŶologǇ Ŷeeds. 
 

If Ǉou’ƌe a ďusiŶess that sees past giŵ-
ŵiĐks aŶd Đheap pƌaĐtiĐes ďeĐause Ǉou 
uŶdeƌstaŶd the ǀalue of iŵpleŵeŶtiŶg a 
ƋualitǇ sǇsteŵ aŶd the ƌight plaŶ, theŶ 
ƌeaĐh out to us at ;ϲϬϮͿϰϭϮ-ϱϬϮϱ. 

ǁith soŵethiŶg as iŵpoƌtaŶt as Ǉouƌ 
ĐoŵpaŶǇ’s data, Ǉou ĐaŶ’t affoƌd to Đut 
ĐoƌŶeƌs. 
 

At Total Netǁoƌks, ǁe offeƌ affoƌdaďle IT 
seƌǀiĐes, ďut ǁe’ƌe Ŷot so ĐoŶĐeƌŶed 
aďout pƌiĐe that ǁe Đut ĐoƌŶeƌs to ďe the 
Đheapest. SiŶĐe ǁe’ƌe a ďusiŶess-to-

ďusiŶess seƌǀiĐe, ǁe feel like pƌioƌitiziŶg 
ƋualitǇ oǀeƌ Đost ǁill ƌesoŶate ǁith ďusi-
Ŷess oǁŶeƌs ǁho doŶ’t like haǀiŶg to 
paǇ douďle foƌ do oǀeƌs. 
 

If a ďusiŶess Đhooses Ŷot to go ǁith us 
ďeĐause theǇ feel like ƌolliŶg the diĐe iŶ 
oƌdeƌ to saǀe a little ďit of ŵoŶeǇ, theŶ 
ǁe ŵight Ŷot ďe the ďest fit foƌ theŵ. 
IŶstead, ǁe feel like the oƌgaŶizatioŶs 
that ǁould ďeŶefit the ŵost fƌoŵ ouƌ IT 
seƌǀiĐes aƌe the oŶes that ǁaŶt to iŶǀest 
a ďit ŵoƌe iŶ the ƌight tools, teĐhŶologǇ, 
aŶd iŶfƌastƌuĐtuƌe up fƌoŶt. BǇ usiŶg a 
ƋualitǇ pƌoduĐt aŶd takiŶg the tiŵe to 
ŵake suƌe the joď is doŶe ƌight, Ǉouƌ 
tiŵe aŶd ŵoŶeǇ ǁoŶ’t ďe ǁasted ;aŶd 
eitheƌ ǁill ouƌsͿ. 

The Value of Doing IT Right the First Time Around 
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tal Netǁoƌks also offeƌs suppleŵeŶtal 
teĐhŶiĐal ƌesouƌĐes to ďusiŶesses that 
haǀe aŶ IT suppoƌt staff. EǀeƌǇthiŶg 
fƌoŵ stƌategiĐ teĐhŶologǇ plaŶŶiŶg to 
help desk seƌǀiĐes aƌe offeƌed ďǇ a teaŵ 
of eǆpeƌieŶĐed Đeƌtified pƌofessioŶals.. 
 

Aďout CoŵpTIA  
CoŵpTIA is the ǀoiĐe of the ǁoƌld’s iŶ-
foƌŵatioŶ teĐhŶologǇ ;ITͿ iŶdustƌǇ. Its 
ŵeŵďeƌs aƌe the ĐoŵpaŶies at the foƌe-
fƌoŶt of iŶŶoǀatioŶ; aŶd the pƌofessioŶ-
als ƌespoŶsiďle foƌ ŵaǆiŵiziŶg the ďeŶe-
fits oƌgaŶizatioŶs ƌeĐeiǀe fƌoŵ theiƌ 
iŶǀestŵeŶts iŶ teĐhŶologǇ. CoŵpTIA is 
dediĐated to adǀaŶĐiŶg iŶdustƌǇ gƌoǁth 
thƌough its eduĐatioŶal pƌogƌaŵs, ŵaƌ-
ket ƌeseaƌĐh, ŶetǁoƌkiŶg eǀeŶts, pƌofes-
sioŶal ĐeƌtifiĐatioŶs, aŶd puďliĐ poliĐǇ 
adǀoĐaĐǇ. Visit theiƌ hoŵepage oƌ fol-
loǁ CoŵpTIA oŶ FaĐeďook aŶd Tǁitteƌ. 

The Tƌustŵaƌk ǁas deǀeloped ďǇ Coŵp-
TIA, the ŶoŶ-pƌofit assoĐiatioŶ foƌ the 
iŶfoƌŵatioŶ teĐhŶologǇ iŶdustƌǇ, iŶ Đol-
laďoƌatioŶ ǁith iŶdustƌǇ eǆpeƌts aŶd 
leadeƌs, to ideŶtifǇ teĐhŶologǇ ďusiŶess-
es that ĐoŶsisteŶtlǇ folloǁ seĐuƌitǇ ďest 
pƌaĐtiĐes as ǀalidated ďǇ aŶ iŶdepeŶdeŶt 
ϯƌd paƌtǇ ƌeǀieǁ of aŶ oƌgaŶizatioŶ’s 
oǀeƌall seĐuƌitǇ postuƌe. 
 

͞EaƌŶiŶg the SeĐuƌitǇ Tƌustŵaƌk is ǀali-
datioŶ of ouƌ effoƌts to iŵpleŵeŶt seĐu-
ƌitǇ pƌaĐtiĐes to pƌoteĐt ouƌ ĐlieŶts’ Đƌiti-
Đal asset—theiƌ data,͟ said Daǀe KiŶseǇ, 
oǁŶeƌ of Total Netǁoƌks. ͞IŶ todaǇ’s 
ǁoƌld of haĐkiŶg aŶd data ďƌeaĐhes, ǁe 
haǀe deǀeloped a Cultuƌe of SeĐuƌitǇ at 
Total Netǁoƌks that ǁill paǇ off foƌ ouƌ 
ĐlieŶts eǀeƌǇ daǇ.͟ 

 

The CoŵpTIA SeĐuƌitǇ Tƌustŵaƌk ǁas 
deǀeloped ǁith the suppoƌt of teĐhŶolo-
gǇ ĐoŵpaŶies at the foƌefƌoŶt of the IT 
seĐuƌitǇ iŶdustƌǇ. 

(Continued from page 1) To eaƌŶ the Tƌustŵaƌk Total Netǁoƌks 
suĐĐessfullǇ passed aŶ iŶdepeŶdeŶt as-
sessŵeŶt of theiƌ seĐuƌitǇ poliĐies, Đapa-
ďilities, pƌaĐtiĐes, aŶd pƌoĐesses agaiŶst 
iŶdustƌǇ ďest pƌaĐtiĐes iŶ aƌeas suĐh a 
seĐuƌitǇ teĐhŶologies; ǀulŶeƌaďilitǇ as-
sessŵeŶt deteĐtioŶ; data eŶĐƌǇptioŶ; 
teĐhŶiĐal eŵploǇee kŶoǁledge/
eǆpeƌtise; seĐuƌitǇ ĐleaƌaŶĐes aŶd ďaĐk-
gƌouŶd ĐheĐks; phǇsiĐal aŶd haƌdǁaƌe 
seĐuƌitǇ; aŶd peƌŵissioŶs, passǁoƌds 
aŶd otheƌ seĐuƌitǇ ƌeƋuiƌeŵeŶts. 
 

Visit CoŵpTIA SeĐuƌitǇ Tƌustŵaƌk+’s 
ǁeďsite to leaƌŶ ŵoƌe. 
 

Total Netǁoƌks, a Ϯϴ-Ǉeaƌ PhoeŶiǆ IT 
pƌoǀideƌ, offeƌs a ǁide ƌaŶge of teĐhŶol-
ogǇ solutioŶs to pƌofessioŶal ďusiŶesses 
of all sizes. Eǆpeƌts iŶ IT SeĐuƌitǇ, legal 
softǁaƌe, aŶd doĐuŵeŶt ŵaŶageŵeŶt, 
Total Netǁoƌks pƌoǀides a Đost-effeĐtiǀe 
pƌofessioŶal alteƌŶatiǀe foƌ ďusiŶesses 
that depeŶd oŶ teĐhŶologǇ ďut do Ŷot 
ǁaŶt to hiƌe aŶd ŵaŶage aŶ IT staff. To-
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Newsflash! Electronic Signatures Deemed Legal …146 Years Ago! 

4 Qualities to Look For In the Next Company that Services Your Tech 
ǁoƌkiŶg ǁith a kŶoǁledgeaďle teĐhŶolo-
gǇ ĐoŵpaŶǇ oƌ oŶe that’s takiŶg Ǉou foƌ 
a ƌide. Theƌefoƌe, it’s good to haǀe the 
kŶoǁledgeaďle eǆpeƌts at Total Net-
ǁoƌks fiŶd Ǉouƌ teĐhŶologǇ ǀeŶdoƌs foƌ 
Ǉou, aŶd ďeĐause Ǉou kŶoǁ that ǁe’ƌe 
Đoŵŵitted to Ǉou, Ǉou ĐaŶ ďe ĐoŶfideŶt 
that ǁe’ll fiŶd a ǀeŶdoƌ that’s eƋuallǇ 
Đoŵŵitted. 
 

Hoǁ Fleǆiďle are TheǇ?  
You should look foƌ a teĐhŶologǇ ǀeŶ-
doƌ’s aďilitǇ to adapt to Ǉouƌ ďusiŶess 
ŵodel. Foƌ iŶstaŶĐe, if Ǉou just Ŷeed 
Ǉouƌ ĐopǇ ŵaĐhiŶe fiǆed aŶd the ĐopǇ 
ŵaĐhiŶe seƌǀiĐe ĐoŵpaŶǇ tƌies to upsell 
Ǉou, theŶ theǇ’ƌe Ŷot seƌǀiŶg Ǉou; 
theǇ’ƌe usiŶg Ǉou. If theǇ’ƌe Ŷot fleǆiďle 
iŶ distiŶguishiŶg theiƌ Ŷeeds fƌoŵ Ǉouƌs, 
theŶ Ǉou Ŷeed to look foƌ soŵeoŶe else. 
With Total Netǁoƌks’s ǀeŶdoƌ ŵaŶage-
ŵeŶt seƌǀiĐe, ǁe’ƌe aďle to foĐus oŶ 
Ǉouƌ Ŷeeds aŶd fiŶd teĐhŶologǇ ǀeŶdoƌs 
that aƌe fleǆiďle eŶough to seƌǀe Ǉou 
;Ŷot the otheƌ ǁaǇ aƌouŶdͿ. 

to ask of a ǀeŶdoƌ that’s just pluĐked 
fƌoŵ the fƌoŶt page of Google, aŶd it’s 
tiŵe-ĐoŶsuŵiŶg to haǀe to ĐoŵŵuŶi-
Đate the iŶs aŶd outs of Ǉouƌ ĐoŵpaŶǇ to 
eǀeƌǇ Ŷeǁ ǀeŶdoƌ that Ǉou ǁoƌk ǁith. 
 

A ďetteƌ ǁaǇ is to haǀe aŶ IT ĐoŵpaŶǇ 
like Total Netǁoƌks that alƌeadǇ kŶoǁs 
Ǉouƌ ĐoŵpaŶǇ’s goals aŶd Ŷeeds aƌƌaŶge 
foƌ teĐhŶologǇ ǀeŶdoƌs oŶ Ǉouƌ ďehalf. 
This saǀes Ǉouƌ ďusiŶess loads of tiŵe 
fƌoŵ haǀiŶg to eǆplaiŶ eǀeƌǇthiŶg all 
oǀeƌ agaiŶ, aŶd it giǀes Ǉou peaĐe of 
ŵiŶd kŶoǁiŶg that the ƌight people aƌe 
ǁoƌkiŶg oŶ Ǉouƌ teĐhŶologǇ. 
 

Are TheǇ KŶoǁledgeaďle aŶd  
Coŵŵitted? 

OŶe of the ŵost iŵpoƌtaŶt thiŶgs to look 
foƌ iŶ a teĐhŶologǇ ǀeŶdoƌ is theiƌ eǆpeƌ-
tise leǀel. Do theǇ kŶoǁ ǁhat theǇ’ƌe 
talkiŶg aďout? Aƌe theǇ ǁilliŶg to do 
ǁhateǀeƌ it takes to fiǆ Ǉouƌ pƌoďleŵs, 
aŶd ĐaŶ Ǉou ƌelǇ oŶ theŵ to ďe theƌe 
ǁheŶ Ǉou Ŷeed theŵ the ŵost? CaŶ 
theǇ ďaĐk up theiƌ Đlaiŵs of teĐhŶiĐal 
pƌofessioŶalisŵ ǁith pƌoǀeŶ ƌesults? 

 

Youƌ laĐk of teĐhŶiĐal kŶoǁledge ŵaǇ 
pƌeǀeŶt Ǉou fƌoŵ fullǇ kŶoǁiŶg if Ǉou’ƌe 

As a sŵall ďusi-
Ŷess oǁŶeƌ, Ǉou 
ǁaŶt the ďest 
teĐhŶologǇ that 
ǁill assist Ǉouƌ 
ĐoŵpaŶǇ aŶd 
alloǁ it to gƌoǁ. 
Not all teĐhŶolo-

gǇ ǀeŶdoƌs ĐaŶ do this foƌ Ǉou. IŶ oƌdeƌ 
to get the ŵost out of Ǉouƌ teĐhŶologǇ, 
Ǉou Ŷeed to sepaƌate the Đhaŵps fƌoŵ 
the Đhuŵps. That’s ǁheƌe ouƌ ǀeŶdoƌ 
ŵaŶageŵeŶt seƌǀiĐe Đoŵes iŶ. 
 

IŶ oƌdeƌ to piĐk out the ďest ǀeŶdoƌs, Ǉou 
Ŷeed to kŶoǁ hoǁ to spot theŵ. To help 
Ǉou out, heƌe aƌe fouƌ Ƌualities that Ǉou 
ǁill ǁaŶt to look foƌ iŶ a poteŶtial ǀeŶdoƌ 
iŶ oƌdeƌ to ŵake suƌe that theǇ’ƌe a ƌight 
fit foƌ Ǉou. 
 

Do TheǇ KŶoǁ What TeĐhŶologǇ Will 
Best Serǀe Your CoŵpaŶǇ’s Goals?  
You aƌe iŶtiŵatelǇ faŵiliaƌ ǁith the 
Ŷeeds aŶd goals of Ǉouƌ ďusi-
Ŷess.Theƌefoƌe, the ďest ǁaǇ that Ǉouƌ 
ĐoŵpaŶǇ’s goals ǁill ďe seƌǀed ďǇ Ǉouƌ 
teĐhŶologǇ is foƌ Ǉouƌ teĐhŶologǇ pƌoǀid-
eƌ to ďe just as faŵiliaƌ aŶd Đoŵŵitted to 
these goals as Ǉou aƌe. That’s a tall oƌdeƌ 

Read the Rest Online! 

http://bit.ly/1BXuLci 

What’s so 
speĐial aďout 
a phǇsiĐal 
sigŶatuƌe 
Đƌeated ǁith 
peŶ aŶd pa-
peƌ? If it’s aŶ 
autogƌaph 
fƌoŵ Ǉouƌ 

faǀoƌite ĐeleďƌitǇ, theŶ Ǉou’ǀe got soŵe-
thiŶg speĐial. Otheƌ thaŶ that, theƌe’s Ŷo 
ƌeasoŶ ǁhǇ aŶ eleĐtƌoŶiĐ sigŶatuƌe ĐaŶ’t 
get the joď doŶe iŶ todaǇ’s hi-teĐh ďusi-
Ŷess ǁoƌld. 
 

It’s ϮϬϭϱ, aŶd the outdated Ŷeed foƌ 
phǇsiĐal sigŶatuƌes appeaƌs to ďe the 
fiŶal ďaƌƌieƌ keepiŶg us fƌoŵ eŶjoǇiŶg a 
teĐhŶologiĐal utopia of offiĐes ǁithout 
papeƌ aŶd flǇiŶg Đaƌs that doŶ’t Ŷeed 

ďe a Đoppeƌ ǁiƌe a thousaŶd 
ŵiles loŶg. IŶ eitheƌ Đase the 
thought is ĐoŵŵuŶiĐated to 
the papeƌ ďǇ the use of the 
fiŶgeƌ ƌestiŶg upoŶ the peŶ; 
Ŷoƌ does it ŵake aŶǇ diffeƌeŶĐe 
that iŶ oŶe Đase ĐoŵŵoŶ ƌeĐ-
oƌd iŶk is used, ǁhile iŶ the 
otheƌ Đase a ŵoƌe suďtle fluid, 
kŶoǁŶ as eleĐtƌiĐitǇ, peƌfoƌŵs 
the saŵe offiĐe. 

 

Alŵost ϭϱϬ Ǉeaƌs lateƌ aŶd ouƌ eleĐtƌoŶ-
iĐ sigŶatuƌes tƌaǀel ǁiƌelesslǇ, thou-
saŶds upoŶ thousaŶds of ŵiles fƌoŵ 
oŶe deǀiĐe to aŶotheƌ ǀia satellite. Addi-
tioŶallǇ, as ƌeĐogŶized ďǇ foƌǁaƌd-

thiŶkiŶg Neǁ Haŵpshiƌe aŶd eǀeƌǇ de-
ǀeloped-Ǉet-laĐkiŶg-flǇiŶg-Đaƌs ŶatioŶ iŶ 

(Continued on page 4) 

ƌoads. It ŵaǇ ďe the Đase that oƌgaŶiza-
tioŶs eŶaĐt poliĐies ƌeƋuiƌiŶg a phǇsiĐal 
sigŶatuƌe ďeĐause theǇ thiŶk it ǁill hold 
soŵe ǁeight oǀeƌ eleĐtƌoŶiĐ sigŶatuƌes 
iŶ legal pƌoĐeediŶgs, ďut this siŵplǇ isŶ’t 
the Đase. As deteƌŵiŶed ďǇ the Neǁ 
Haŵpshiƌe Supƌeŵe Couƌt iŶ EighteeŶ A-

Full-CeŶtuƌǇ-Befoƌe-the-MooŶ-LaŶdiŶg-

AŶd-WheŶ-MuttoŶ-Chops-Weƌe-All-The-

Rage SiǆtǇ NiŶe. Fƌoŵ the Đase Hoǁley ǀ. 
Whipple: 
 

It ŵakes Ŷo diffeƌeŶĐe ǁhetheƌ 
[the telegƌaph] opeƌatoƌ ǁƌites 
the offeƌ oƌ the aĐĐeptaŶĐe iŶ 
the pƌeseŶĐe of his pƌiŶĐipal 
aŶd ďǇ his eǆpƌess diƌeĐtioŶ, 
ǁith a steel peŶ aŶ iŶĐh loŶg 
attaĐhed to aŶ oƌdiŶaƌǇ 
peŶholdeƌ, oƌ ǁhetheƌ his peŶ 
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PAGE 4 We ǁoƌk togetheƌ ǁith ouƌ 
IT MaŶaged SeƌǀiĐes ĐlieŶts 
to joiŶtlǇ Đƌeate aŶd 
ŵaiŶtaiŶ aŶ up-to-date, 
effeĐtiǀe ǁƌitteŶ teĐhŶologǇ 
plaŶ aŶd ďudget.  
 

If Ǉou ǁould like to ƌeĐeiǀe 
aŶ eleĐtƌoŶiĐ ǀeƌsioŶ of ouƌ 
Ŷeǁsletteƌ please eŵail 
skiŶseǇ@totalŶetǁoƌks.Đoŵ 
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4 Signs You’ve Been Hacked 

Newsflash! Electronic Signatures Deemed Legal …146 Years Ago! 

the appliĐatioŶs iŶstalled oŶ 
Ǉouƌ Đoŵputeƌ aŶd fouŶd a 
pƌogƌaŵ oƌ tǁo that Ǉou 
doŶ’t ƌeĐogŶize oƌ ƌeŵeŵďeƌ 
iŶstalliŶg? Theƌe’s a good 
ĐhaŶĐe that ŵalǁaƌe oŶ Ǉouƌ 
Đoŵputeƌ is ƌespoŶsiďle foƌ 
doǁŶloadiŶg these ŵǇsteƌǇ 
apps ǁithout Ǉouƌ ĐoŶseŶt. As 
Ǉou ĐaŶ iŵagiŶe, these ďogus 
apps ǁeƌeŶ’t desigŶed to 
iŵpƌoǀe the peƌfoƌŵaŶĐe of 
Ǉouƌ PC. 
 

OŶe ǁaǇ to fiŶd out ǁhat 
pƌogƌaŵs aƌe aĐtiǀated upoŶ 
PC staƌtup ;a ĐhaƌaĐteƌistiĐ of 
ŵaliĐious appsͿ is to use 
AutoƌuŶs. WheŶ iŶǀestigatiŶg 
Ǉouƌ iŶstalled softǁaƌe, Ǉou 
ŵaǇ see a feǁ legitiŵate apps 
that Ǉou’ǀe Ŷot heaƌd of 
ďefoƌe. You oŶlǇ ǁaŶt to 
ƌeŵoǀe the ďad apps fƌoŵ 
Ǉouƌ sǇsteŵ, Ŷot the good 
oŶes. 

Read the Rest Online! 

http://bit.ly/1BXuSED 

offiĐe ƌeƋuiƌes a phǇsiĐal sig-
Ŷatuƌe of Ǉou, seŶd theŵ a 
ŵessage ďǇ faǆiŶg it upoŶ a 
pieĐe of papǇƌus. 

Read the Rest Online! 

http://bit.ly/1BXuXYY 

ouƌ ŵodeƌŶ ǁoƌld, eleĐtƌoŶiĐ 
sigŶatuƌes aƌe totallǇ legit. 
 

Noǁ, ďaĐk to ouƌ opeŶiŶg 
ƋuestioŶ: ͞What’s so speĐial 
aďout a phǇsiĐal sigŶatuƌe?͟ 
WhǇ iŶ the ǁoƌld do soŵe 
eŶtities ƌeƋuiƌe Ǉou to go 
thƌough the hassle of iŶkiŶg 

(Continued from page 3) Ǉouƌ JohŶ HaŶĐoĐk oŶ a pieĐe 
of papeƌ? If the ǁƌitteŶ sigŶa-
tuƌe has a speĐial poǁeƌ, theŶ 
ǁould oŶe’s sĐƌiďďles hold 
eǀeŶ ŵoƌe legal ǁeight if it 
ǁeƌe ƌeĐoƌded ǁith a Ƌuill like 
the UŶited States CoŶstitu-
tioŶ, oƌ etĐhed upoŶ paƌĐh-
ŵeŶt like the aŶĐieŶt sĐƌip-
tuƌes? The Ŷeǆt tiŵe Ǉouƌ laǁ 

ŵessage ǁill ͞aleƌt͟ Ǉou to a 
Ŷeǁ Đoŵputeƌ ǀiƌus fouŶd oŶ 
Ǉouƌ Đoŵputeƌ aŶd pƌoǀide 
Ǉou ǁith steps Ǉou ĐaŶ take to 
͞eliŵiŶate͟ the thƌeat–ǁheŶ 
iŶ aĐtualitǇ, folloǁiŶg the fake 
iŶstƌuĐtioŶs ǁill ŵake thiŶgs 
ǁoƌse. OŶe of the ďest ǁaǇs 
to Ŷot fall foƌ a thƌeat like this 
is to ďe faŵiliaƌ ǁith Ǉouƌ 
legitiŵate aŶtiǀiƌus softǁaƌe. 
If the aleƌt looks eǀeŶ slightlǇ 
off, doŶ’t ĐliĐk oŶ it–ǁheŶ iŶ 
douďt, ďaĐk out. WheŶ Ǉou 
spot this sigŶ, Ǉou should 
iŵŵediatelǇ seek out 
pƌofessioŶal assistaŶĐe fƌoŵ 
Total Netǁoƌks. 
 

RedireĐted URLs 

EǀeƌǇ oŶĐe iŶ a ǁhile Ǉou ǁill 
ĐliĐk oŶ a URL aŶd it ǁill 
legitiŵatelǇ ƌediƌeĐt Ǉou to a 
diffeƌeŶt URL. Theƌe’s Ŷo 
ƌeasoŶ foƌ ĐoŶĐeƌŶ if Ǉou’ƌe 
ƌediƌeĐted to a ĐoŵpaŶǇ’s 
Ŷeǁ offiĐial ǁeďsite afteƌ Ǉou 
ĐliĐked oŶ the URL of theiƌ old 

(Continued from page 1) site. Hoǁeǀeƌ, if Ǉou’ƌe 
eǆpeƌieŶĐiŶg lots of ĐƌazǇ aŶd 
uŶeǆpeĐted ƌediƌeĐts that 
ŵake Ŷo seŶse aŶd take Ǉou 
to soŵe pƌettǇ shadǇ plaĐes, 
theŶ Ǉouƌ sǇsteŵ has ďeeŶ 
haĐked aŶd Ǉou Ŷeed to get 
the issue ƌesolǀed as sooŶ as 
possiďle. 
 

RaŶdoŵ Popups 

The oĐĐasioŶal popup ad is 
Ŷoƌŵal, alďeit still aŶŶoǇiŶg. 
What’s Ŷot Ŷoƌŵal is foƌ eǀeƌǇ 
ǁeď page to load a popup ad, 
aŶd foƌ popup ads to spaǁŶ 
Ŷeǁ popup ads; so ŵuĐh so 
that ĐlosiŶg the popup 
ǁiŶdoǁs feels like Ǉou’ƌe 
plaǇiŶg a supeƌ aŶŶoǇiŶg 
gaŵe of ǀiƌtual WhaĐk-a-

Mole. This is a suƌe aŶd iŶ-

Ǉouƌ-faĐe sigŶ that Ǉouƌ PC 
has ďeeŶ iŶfeĐted ǁith a 
ǀiƌus. 
 

FiŶdiŶg Neǁ aŶd UŶeǆpeĐted 
Softǁaƌe IŶstalled oŶ Youƌ PC 

Haǀe Ǉou eǀeƌ goŶe thƌough 


